
MASSACHUSETTS

Cybersecurity
Global Leadership Through 

Talent, Resources, Investment



2

The Cybersecurity Opportunity

Cybersecurity is the Fastest Growing Tech Sector Worldwide

The worldwide cybersecurity market will reach $232 Billion by 

2022; Overall security market will grow at a 11 % CAGR from 

2017-20221

$655 Billion will be spent on cybersecurity initiatives to protect 

PCs, mobile devices, and IoT devices from 2015- 20202

Government spending on cybersecurity has increased at an 

average annual rate of 14.5% between FY 2006 and FY 

2017, outpacing procurement in every other type of major 

government program3

1 Markets and Markets: Cybersecurity Market to 2022-Global Forecast
2 BI Intelligence: Cybersecurity Threats and Opportunities
3 Jones, Lang, Lasalle, IP
4 Transparency Market Research: Cloud Security Market - Global Industry Analysis, Size, Share, Growth, Trends and Forecast 2014-2022
5 Grandview Research: Healthcare Cyber Security Market Size, Analysis Report, 2022
6 "U.S. Financial Services: U.S. Financial Services: Cybersecurity Systems & Services Market ï2016-2020"

Cloud security market to be worth $12 billion by 20224

The Healthcare 

Cybersecurity Market will hit 

$10.85 Billion By 20225

The U.S. financial institutions 

cybersecurity market is the 

largest and fastest growing 

private sector cyber security 

market; cumulative 2016-2020 

size is forecasted to exceed $68 

Billion6
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Why Massachusetts

Massachusetts provides 

innovative, collaborative 

support of cybersecurity 

initiatives to businesses and 

their customers:

Å Unparalleled concentration of 

talent, workforce, R&D centers, 

universities, industry

Å A cybersecurity ecosystem with 

global sector leadership in 

healthcare, financial services, 

defense, manufacturing, life 

sciences.

Å Informed State governance 

supporting cybersecurity policy and 

programs.

Massachusetts Global Innovation Leadership 

Drives the Cybersecurity Ecosystem

6/8/2018

IndustryTalent

R&D

Customers

Investment

Boston



4

Cybersecurity Leadership

Á A vibrant industry cluster with 29 of the 

top 500 Innovative Global Cybersecurity 

Firms; (Cyber Ventures 500, 2018)

Á 180 cybersecurity-related companies 

with operations in Massachusetts

Industry Cluster

Á $4.7B raised by Cybersecurity firms 

in MA (Crunchbase, as of March 2018)

Á In 2016, VC investment in MA was 

3rd largest in US, including $2.0 B 

in Software & IT Services (pwc

Moneytree) 
Investment

Á 19,000+ STEM grads in 2015

#1 nationally per capita (NSF)

Á In 2015, Massachusetts was 4th 

among all states for the number of 

new patents issued; 6th among 

nations. (UMass Donahue Institute)

Á 30 degree programs in 

cybersecurity at 18 universities, 

colleges and community colleges

Á 4 NSA Centers of Academic 

Excellence

Talent

Customers

R&D                   

Á 15 Dedicated Security Research 

Centers at top 5 Universities

Á 13 Leading University/ Non Profit 

Research Centers in Massachusetts

Á 10 of US largest retail companies 

HQôdin MA

Á 13 Massachusetts companies in the 

Fortune 500; large concentration 

of healthcare, financial services 

sector leaders Universities
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TALENT:
A smart and ready workforce,

Top colleges and universities
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U.S. News & World Report Rankings

Ten Mass. Schools in the Top 100 

National University Rankings:
Seven Mass. Schools in the Top 

100 Liberal Arts Colleges:

Å #1 Ranked School for Engineering (MIT)

Å #1 (Babson) and #2 (MIT) in the Undergrad Entrepreneurship Program Rankings

Å #1 (Harvard) and #5 (MIT) Ranked Business Schools; and 

Å #1 Ranked School for Best Internship/Career Services (Northeastern).
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Top Talent Pipeline

There are 117 colleges and universities in Massachusetts 

that enroll over 500,000 students

Massachusetts confers the most STEM Degrees in the 

U.S. per million residents.
(source: Massachusetts Innovation Index)

Massachusetts has the Highest Percentage (47.3%) of 

Adults in US with a Bachelorôs Degree or Higher.
(source: Massachusetts Innovation Index)

ÅMassachusetts is #2 in awarding 

new college degrees per capita, 

inclusive of community college, 4-

year, & advanced degrees 

Å 120,813 higher education 

graduates in 2016. This includes 

more than 70,000 graduates 

inside Route 128 alone.

Å 50 of these colleges and 

universities are in the greater 

Boston metropolitan area, which is 

home to more than 250,000 

students.

Source: National Center for Education Statistics, 2016

http://www.masstech.org/press-releases/massachusetts-innovation-economy-drove-2098-billion-output-during-2014-growth-256
http://www.masstech.org/press-releases/massachusetts-innovation-economy-drove-2098-billion-output-during-2014-growth-256
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STEM (Science, Technology, Engineering & Math)

Å MA is #1 nationally in STEM graduate & professional degrees granted per capita 

Å Two Massachusetts universities rank in the top five best Graduate Schools for math: 

Massachusetts Institute of Technology (#1)  and Harvard University (#3) 

Science 

Å MA is #4 nationally in number of Science graduate and professional degrees granted

Å Three Massachusetts universities rank in the Top 25 list of the Best Schools for 

Computer Science: MIT (#1) , Harvard (#18), and UMass Amherst (#25).

Engineering

Å MA ranked #5 in U.S. in engineering graduate & professional degrees granted

Å Four Massachusetts universities rank in the top 50 engineering schools in the U.S.: MIT 

(#1) , Harvard (#20), Boston University (#37), and Northeastern (#43).

Source: National Center for Education Statistics, US News & World Report

STEM Graduates



9

STEM Talent Density

Source: The Index of the Massachusetts Innovation Economy 2017, MassTech Collaborative 

0

500

1,000

1,500

2,000

2,500

3,000

3,500

Degrees Granted in STEM Fields
All Degree Levels
per 1 Million Residents
Massachusetts & LTS, 2014-2015

Biological and Biomedical Services Computer and Information Sciences

Engineering Mathematics and Statistics

Physical Sciences

 -

 100

 200

 300

 400

 500

 600

 700

Degrees Granted in Computer and 
Information Sciences and Support 
Services
per 1 Million Residents
Massachusetts, 2014-2015

Bachelors Masters



10

Cybersecurity Degree Programs

Current Colleges, Universities with Named Security Degree Programs

Private Colleges, Universities

Bay Path University

Boston College

Boston University (NSA CAE ) 

Brandeis University

Clark University 

Harvard University 

Northeastern University (NSA CAE)

Worcester Polytechnic Institute 

(NSA CAE)

Public Universities

UMass Amherst (NSA CAE)

UMass Boston

UMass Lowell

Community Colleges

Bristol Community College

Bunker Hill Community College

MassBay Community College

Middlesex Community College

Mt. Wachusett Community College

Quinsigamond Community College

Springfield Technical Community College
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Cybersecurity Degree Programs

Current Colleges, Universities with Named Security Degree Programs

Boston College:

Master of Science in Cybersecurity Policy and 

Governance

Boston University: NSA CAE  

Graduate Certificate in Information Security

MS in Computer Information Systems with 

Concentration in Security

Northeastern: NSA CAE

Graduate Certificate in Information Security 

Management

M.S. in Information Assurance; PhD in Information 

Assurance

WPI: NSA CAE

MS in Computer Science ïSpecialization in Security

PhD in Electrical and Computer Engineering ï

Cybersecurity Focus

UMass Amherst: NSA CAE

BS in Computer Science with Security & Privacy Track

MS in Computer Science with Concentration in Security

Graduate-Level Information Security Certificate 

Program

UMass Boston

BS in Information Technology ïComputer Forensics

UMass Lowell: 

Graduate Certificate in Network Security

Online Master of Science in Security Studies: 

Cybersecurity Concentration

Bunker Hill Community College: 

Associate in IT Security Option; Certificate in 

Technology Security

Springfield Technical Community College

Associate Degree in Computer & IT Security

Sample Degree Programs

http://www.bc.edu/schools/advstudies/graduate/MScybersecurity.html
http://www.bu.edu/online/programs/certificate-programs/information-security.html
http://www.bu.edu/csmet/mscisoncampus/
http://www.cps.neu.edu/degree-programs/graduate/graduate-certificates/certificate-in-information-security-management.php
http://www.ccs.neu.edu/graduate/degree-programs/m-s-in-information-assurance/
http://www.ccs.neu.edu/graduate/degree-programs/ph-d-in-information-assurance/
http://wp.wpi.edu/cybersecurity/programs/ms-specialization-computer-science/
http://wp.wpi.edu/cybersecurity/programs/phd-study/
https://www.cs.umass.edu/ugrad-education/information-assurance
http://www.continuinged.uml.edu/online/certificates/networksecurity.cfm
http://continuinged.uml.edu/degrees/securitystudies_ms_cybersecurity.cfm
http://www.massbay.edu/cybersecurity
https://www.cs.umass.edu/ugrad-education/information-assurance
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Building Pathways

ÁDHE is working with Broadening Advanced Technological 

Education Connections (BATEC) in the development and 

implementation of Cybersecurity Academic Pathways on 

(5) public campuses. 

ÁProgram development includes cybersecurity industry 

partners Raytheon, MITRE, and MIT Lincoln Labs.

ÁProgram Deliverables: 

V Cybersecurity Workforce Research Study; 

V Establish (1) Bachelor of Science Degree at UMass 

Boston; 

V Establish (5) Associate   in Science Degrees 

V Establish (7) Stackable Certificates; Faculty 

Professional Development

Mass. Department of Higher ED (DHE) is linking Cybersecurity 

program development efforts across campuses. 
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INDUSTRY:
A World-Leading Startup Ecosystem

Strong & Established Anchor Companies & over 70 startups

Many Innovation Programs and Accelerators

Highly Collaborative Community
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#1 Innovation State

The Index factors R&D intensity, 

productivity, high-tech density, 

concentration of STEM 

employment, science and 

engineering degrees, and patent 

activity. 

Massachusetts has been #1 in  

the Milken Instituteôs State 

Technology and Science 

Index in every report since 

2002.

Bloombergôs2016 U.S. Innovation 

Index ranks Massachusetts as the 

ñMost Innovative State.ò 
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Cluster of World-Class Cybersecurity 

Companies

6/8/2018

*Cybersecurity Ventures Cybersecurity 500 2018

Massachusetts is home to 29 of the 500 most innovative security companies in the 

world, according to Cybersecurity Ventures.*
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Full Spectrum of Companies

Name Location Founded Subsector and Applications Employees
Acceleratoror 
Other History

Startups

PiraShield Wellesley 2016 Anti-piracy application and monitoring. 1-10
MassChallenge 
alumnus

GreatHorn Belmont 2015 Cloud communication security software. 1-10
TechstarsNYC 
alumnus

Scaling Companies

Applause Framingham 2007
In-the-wild testing services, software tools, 
and mobile sentiment analysis.

251-500
Acquired in 2017 by 
Vista Partners

Cybric Boston 2015 Vulnerability assessment and remediation 11-50

Threat Stack Boston 2012
Cloud security, infrastructure monitoring, and 
compliance

251-500
TechStars cloud 
alumnus

Cybereason Boston 2012 Threat detection and response 251-500 

LargeCompanies and Company Divisions

CyberArk Newton 1999 Privileged account security 500-1000

IBM Security Cambridge 2011 Threat protection and incident response 251-500

BAE Systems 
Applied 
Intelligence

Boston 1999
Cyber armof global defense, aerospace and 
security company

5001-10000

Source: Crunchbase.com
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Robust Start Up Ecosystem

Incubators

Accelerators

hack/secure

Support


